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CWE web site visitors by City
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CWE Compatibility & Effectiveness Program

29
48

cwe.mitre.org/compatible/

( launched Feb 2007)
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CWE Coverage –
Implemented…
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OWASP Top Ten 2007 & 2010 use CWE refs
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Some High-Level CWEs Are Now 
Part of the NVD CVE Information

NVD XML feeds 

also include CWE



NIST Special Publications:

SP500-268 CWE

SP500-269 CWE

SP800-53a CVE, OVAL, CWE

SP800-115 CVE, CCE, CVSS, CWE

NIST Interagency Reports:

NISTIR-7435 CVE, CVSS, CWE

NISTIR-7628 CVE, CWE
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Idaho National Labs SCADA Report
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Process, People,
documentation
Evidence

Software System / Architecture Evaluation
 Many integrated & highly automated tools to assist evaluators

 Claims and Evidence in Formal vocabulary

 Combination of tools and ISO/OMG standards

 Standardized SW System Representation In KDM

 Large scope capable (system of systems)

 Iterative extraction and analysis for rules

Executable
Specifications

Formalized
Specifications

Software
system
Technical
Evidence

Software System Artifacts

Requirements/Design Docs & Artifacts

Hardware Environment

Process Docs & Artifacts

Process, People & Documentation 

Evaluation Environment
 Some point tools to assist evaluators but mainly manual work

 Claims in Formal SBVR vocabulary

 Evidence in Formal SBVR vocabulary

 Large scope requires large effort

IA Controls

Protection Profiles

CWE-CAPEC

Claims, Arguments and 

Evidence Repository

- Formalized in SBVR 
vocabulary

- Automated verification of 
claims against evidence

- Highly automated and 
sophisticated risk 
assessments using 
transitive inter-evidence 
point relationships

Software Assurance Ecosystem:  
The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

Reports

Risk Analysis, etc)



CISQ Standards Infrastructure

ISO 9126 

series 

ISO 25000 

series 

Architecture Modernization

Platform Task Force

OMG

Software Assurance

Platform Task Force

Structured Metrics 

Meta-model

Knowledge Discovery 

Meta-model

IT Application 

Software Quality  

Standard

Common 

Vulnerability 

Scoring System

Defined metrics

Weaknesses & 

anti-patterns

Common 

Weakness 

Enumeration

Abstract Syntax Tree 

Meta-model
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Common Criteria v4 CCDB

• TOE to leverage CAPEC & 

CWE

• Also investigating how to 

leverage ISO/IEC 15026’s 

“Assurance Case” 

process
US (NIAP) Evaluation Scheme

• Above plus

• Also investigating how to 

leverage SCAP

7
SC7 

WG3



ISO/IEC JTC 1/SC 7/WG 3, NWP 
“Refining Software Vulnerability Analysis Under 
ISO/IEC 15408 and ISO/IEC 18045”



x-

series
Title

ITU-T 

Status

Planned

Determination

x.1500 Cybersecurity Information Exchange (CYBEX) Techniques Final Dec 2010

x.1520 Common Vulnerabilities and Exposures Final Dec 2010

x.1521 Common Vulnerability Scoring System Final Dec 2010

x.cwe Common Weakness Enumeration Draft Aug 2011

x.oval Open Vulnerability and Assessment Language Draft Aug 2011

x.cce Common Configuration Enumeration Draft Aug 2011

x.capec Common Attack Pattern Enumeration and Classification Draft Feb 2012

x.maec Malware Attribute Enumeration and Classification Draft 2012

x.cwss Common Weakness Scoring System Draft 2012

x.cee Common Event Expression Draft 2012

x.cpe Common Platform Enumeration Draft 2012

x.arf Asset Reporting Format Draft 2012

x.xccdf Extensible Configuration Checklist Description Format Draft 2012

Status of ITU-T Recommendations

Robert A. Martin, 3 March  2011
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Industry

Uptake

CWE
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CWE Outreach: A Team Sport
May/June Issue of IEEE Security & Privacy…







Linkage with Fundamental Changes in Enterprise Security Initiatives

CWE and CAPEC included in Control 

7 of the “Twenty Critical Controls for 

Effective Cyber Defense: Consensus 

Audit Guidelines”
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Questions?

ramartin@mitre.org


